
 

 

27 April 2021 

 

Important Notes on Phishing Emails and SMS Messages 

 

Bank of China (Hong Kong) (“BOCHK”) would like to alert its customers 

and the general public to phishing emails / SMS messages which have the 

intention of stealing customers’ personal information and swindling 

customers out of money. 

 

Fraudsters recently sent out phishing emails or SMS messages, embedded 

with fraudulent website hyperlinks that purported to be from Postal Service 

/ Airline Companies / Courier Services for verification or fee payment.  

These phishing emails or SMS messages made different false claims such 

as falsely claimed that customer’s package could not be delivered with 

extra postal / courier fee required, and requested customer to click on the 

embedded hyperlinks in the messages and enter personal and credit card 

information.   

 

In an attempt to mislead customers, the hyperlinks of these fake emails / 

SMS messages and fraudulent websites will appear under different domain 

names or with slight modifications or variations of the official website 

addresses by adding a combination of letters, numbers or symbols to steal 

customers’ personal and credit card information, for various illegal use 

including the binding of Mobile Payment & Services (e.g. XXX Pay) for 

unauthorized local or overseas transactions, or with the direct use on 

online transactions. 

 

BOCHK reiterates that it would not ask for sensitive personal information 

such as bank account details, Internet Banking usernames, login passwords, 

one-time passwords or credit card numbers through phone calls, emails, 

SMS messages, hyperlinks, QR codes or attachments, etc.   

 

The Bank reminds customers to be vigilant against possible scams: 

⚫ Please carefully protect your personal information. Do not disclose 

your personal information and passwords, including the SMS one-time 

password; 



 

 

⚫ Do not open email, attachments or click on the hyperlink from 

unknown sources.  In case of doubt, please stop the operation and do 

not input any data.  Please close the window and contact the Bank 

immediately. 

⚫ Do not input any information into unknown mobile applications or 

websites; 

⚫ If customers have logged in to the aforesaid fraudulent websites and 

provided personal information, please immediately contact the Bank’s 

Customer Service Hotline at (852) 3988 2388 (press 3, # and 2 after 

language selection), and contact the Police.  If customers have 

provided any password, please change the password immediately. 

⚫ If customers have received any email or SMS message on suspicious 

binding or use of Mobile Payment and Services or e-banking, please 

contact the Police and the Bank immediately.  

 

BOCHK will update the fraud alerts on the Bank’s website from time to 

time. For details, please visit www.bochk.com/en/aboutus/fraudalert.html. 

For more security information about BOCHK’s electronic banking services, 

please visit www.bochk.com/en/security.html. 

 

The following are some examples on the screenshots of phishing emails, 

SMS messages and fraudulent websites: 

 

  



 

 

Phishing Emails:

  



 

 

 

 

  



 

 

Phishing SMS Message: 

 

 

 

 

  



 

 

Fraudulent Websites: 
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